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Canada’s Pacific Ports
Are Under-Secured

Hybrid Threat Pressure on Vancouver, Prince Rupert,
and the West Coast of Vancouver Island

By Scott McGregor

British Columbia’s Pacific ports are economic lifelines for Western Canada, moving
exports and keeping supply chains running. They are also under-secured.

Vancouver and Prince Rupert handle enormous cargo volumes but operate with inspection
rates so low that traffickers treat detection as a manageable risk, not a deterrent. Publicly
available federal audit data confirms that less than two per cent of containers are imaged and
less than one per cent are physically searched in Metro Vancouver.

The problem is structural. Responsibility for port security is divided among port authorities,
the Canada Border Services Agency, the RCMP and Transport Canada, with no single body
accountable for the system. Outbound cargo is virtually unmonitored. Organized crime has
infiltrated the port workforce. Illicit finance, sanctions evasion and hostile state actors exploit
the same gaps as drug traffickers.

The result: 1,826 British Columbians died from toxic drugs in 2025 alone, while Canada’s

credibility as a secure North American trading partner erodes.

This paper recommends 10 measures, including a permanent joint task force, mandatory
export targeting, an underwater hull-inspection program, inland logistics oversight and a public
performance dashboard. The goal is simple: make Canada’s Pacific gateway unpredictable for
those who would exploit it.



Introduction

British Columbia’s ports move exports, keep store shelves stocked and connect Western
Canada to global markets. They also sit at the front line of two converging problems: a lethal
synthetic-drug economy that fuels organized crime and community harm, and a renewed era
of state competition where adversaries use hybrid tactics, pressure below the threshold of
open conflict, to gain leverage over supply chains, data and critical infrastructure.

The human stakes are already clear. In 2025, British Columbia recorded 1,826 deaths linked
to unregulated drug toxicity, with fentanyl and its analogues remaining the most common
substances detected. Nationally, Canada reported 6,161 substance-related deaths from July
2024 to June 2025, about 17 deaths per day. Both totals are down sharply from 2024 and the
lowest since 2020, though they remain far above pre-pandemic levels. When fentanyl and
meth move through the Pacific gateway, Western Canadian communities bear the social cost
while Canada’s reputation as a secure trading partner is damaged.’

Premise

Canada has underinvested in the security and enforcement capacity behind its Pacific trade strategy.
The result is a predictable system: enormous throughput, thin inspection capacity, fragmented
accountability and exploitable seams between port authorities, private terminal operators, CBSA,

police services and coastal enforcement.

That predictability reduces risk for traffickers and creates opportunities for hostile states seeking

influence, commercial intelligence, sanctions-evasion pathways or contingency access during a crisis.

What “hybrid threat pressure” means in a port context

Hybrid threats use a mix of tools (economic coercion, cyber operations, information
manipulation, proxies, and legal or regulatory pressure) to achieve gains without triggering
an overt military response. Ports concentrate exactly the assets such campaigns target:
supply-chain chokepoints, commercial data, industrial control systems and a workforce with

privileged physical access.?

The Canadian Centre for Cyber Security assesses that state-sponsored actors will very likely
continue targeting the marine transportation sector and supporting organizations to steal
logistical and operational data for economic and strategic advantage. In a crisis, those same

footholds can support disruption.?



Plain-language terms used in this paper

Non-intrusive inspection (NII): X-ray or gamma imaging that “sees” inside a container

without opening it.

Rip-on/rip-off: smugglers covertly insert or remove contraband from a legitimate container,

often using insiders or corrupt access.

AIS (Automatic Identification System): a ship’s broadcast tracking signal used for navigation

and safety; it can be spoofed or manipulated.

Sea chest: a recessed water-intake area in a ship’s hull where smugglers may conceal

“parasitic” packages under water.

Five Eyes: Canada’s intelligence partnership with the United States, United Kingdom,
Australia and New Zealand; it supports shared warning and threat reporting.

The Pacific gateway: where the exposure concentrates

This paper focuses on the parts of British Columbia’s trade system where high-volume

commerce intersects with security seams:

Metro Vancouver terminals and the Roberts Bank complex (Deltaport), Canada’s largest

container node by volume.

Prince Rupert’s container gateway, where DP World operates the Fairview Container

Terminal and transfers containers directly to rail.*

The inland corridor to Prince George and beyond, including the Prince George Foreign

Trade Zone Point designation and connected rail logistics.®

Coastal approaches on the west coast of Vancouver Island, where distance and terrain
create opportunities for at-sea transfer and remote landings.

Marine transportation accounted for 24 per cent of Canadian merchandise imports and 20

per cent of exports in 2023.% Any sustained criminal or hybrid disruption in Vancouver or

Prince Rupert would ripple through Western Canadian jobs, export revenues and supply-

chain reliability.



Why this is a Western Canadian issue, not just a federal file

Western Canada carries a disproportionate share of the downside when Ottawa leaves port
security under-resourced. Ports sit under federal jurisdiction, but local police services and
municipal governments manage much of the day-to-day spillover.

The City of Delta-commissioned Policing Our Ports report and the Union of BC Municipalities
have both pressed Ottawa to fund dedicated port policing and inspection capacity that
matches the scale of organized crime and hybrid threats.”

That resourcing gap manifests in community harm. British Columbia recorded 1,826 deaths
linked to unregulated drug toxicity in 2025, while Canada recorded 6,161 substance-related
deaths from July 2024 to June 2025. When traffickers exploit Vancouver and Prince Rupert as
gateway nodes, the consequences land in B.C. emergency rooms, neighbourhood safety and
local economies.

It also affects competitiveness. Shippers and freight forwarders can reroute cargo to U.S.
gateways when Canadian ports or inland rail links become unpredictable, as seen during
disruption risks that triggered diversions to Los Angeles, Seattle and Tacoma.® Canada’s Pacific

gateways compete for discretionary cargo with other North American trade corridors.®

Western Canada also depends on reliable access to U.S. and Indo-Pacific markets for energy,
forestry, minerals and agriculture. In 2023, Canada’s merchandise trade totalled about $1.54
trillion.™ In an era of protectionism, sanctions and geopolitical friction, foreign buyers and
carriers scrutinize both reliability and security. A port system that appears permissive to
organized crime or vulnerable to hybrid disruption becomes a trade liability, not just a policing
concern."

A predictable system: the inspection math invites exploitation

Ports manage container volumes on an industrial scale. No enforcement system can open
everything, so effective control depends on intelligence-led targeting and the ability to act
quickly on high-risk referrals. When capacity remains too low, traffickers treat inspection risk
as negligible and build their business model around the odds.

A City of Delta-commissioned, publicly released Policing Our Ports report describes the
challenge bluntly: CBSA scans all inbound containers for radiation, but only a small fraction
receive deeper imaging and an even smaller fraction are physically opened and searched. The
report states that less than two per cent of containers are imaged and less than one per cent
are physically searched in Metro Vancouver.



Inbound vs. outbound controls (based on publicly available audit and reporting)
Inbound (arriving)

Targeting: CBSA National Targeting Centre targets incoming marine cargo, vessels and crew

using advance commercial information.

Examination: All containers are scanned for radiation; small fractions receive imaging and

physical searches.
Outbound (leaving)

Targeting: CBSA audit states the National Targeting Centre does not target exports, outbound

vessels or outbound crew.
Examination: Stakeholders report weaker scrutiny outbound; export targeting remains absent.

Sources: Canada Border Services Agency internal audit on marine-mode targeting; Policing
Our Ports.™

The outbound blind spot: Canada does not systematically target
outbound cargo

Canada screens what arrives more than what departs. Yet traffickers increasingly treat British
Columbia as a launch point for export markets, especially Australia, where wholesale prices
are substantially higher.

CBSA’s own internal audit reports that the National Targeting Centre does not conduct
targeting of exports or outgoing shipments, nor does it target outbound vessels or crew. That
creates a structural gap: even when investigators know export trafficking is occurring, the
system does not consistently generate outbound leads at scale.

Public reporting shows why this matters. In June 2023, CBSA announced that it had seized
more than 6,330 kilograms of methamphetamine in four shipments between December 2022
and May 2023, concealed in canola oil jugs and destined for Australia. One of those, roughly
2,900 kilograms intercepted at Tsawwassen, was the largest methamphetamine seizure in the
agency’s history.” In 2024, CBSA also reported dozens of export-bound methamphetamine

seizures in British Columbia destined for Australia across marine and air pathways.™

The issue is straightforward: major export-trafficking cases continue to emerge despite the

absence of a systematic outbound-targeting regime.



Organized crime and insider access: the decisive vulnerability

Traffickers do not need to defeat port controls; they need to integrate into legitimate trade

flows.

They exploit legitimate trade, then use insiders, directly or indirectly, to manage timing, access
and recovery. Insider risk also undermines the deterrent value of equipment: criminals can
learn when CBSA or police surge resources and route shipments around that pressure.

Public reporting and the City of Delta’s publicly released Policing Our Ports report describe
longstanding concerns about organized-crime presence in the port workforce, including
reports that individuals linked to the Hells Angels have worked on the docks.™ The issue is
not the label on any one group. The critical factor is access. When a criminal network obtains
trusted credentials, it can contaminate containers, coordinate rip-on/rip-off activity and move
contraband before authorities can act.

Canadian cases also show cartel-linked and internationally connected networks operating in
and through Canada. In 2024-2025, the RCMP and U.S. partners disrupted a Mexican cartel-
linked network moving methamphetamine and cocaine through North America and overseas.
International law-enforcement agencies identify the ‘Ndrangheta as a major player in global
cocaine trafficking and money laundering, illustrating how Western Canada’s ports sit inside

wider transnational supply chains.™

Trade-based money laundering and precursor supply chains

The illicit economy does not stop at the dock gate. Criminal networks also need financing,

cover companies, trade documentation and chemical inputs.

FINTRAC warns that organized-crime groups import or divert precursor chemicals and
equipment, often sourced from China and other Asian jurisdictions, to produce synthetic
opioids and other narcotics, then launder proceeds through trade and financial channels.
U.S. Treasury reporting similarly describes Chinese money-laundering networks that facilitate

cartel proceeds and trade-based laundering."

Ports and inland logistics nodes therefore face dual risks: physical smuggling and illicit financial

flows moving through legitimate trade.



How traffickers bypass limited inspections

Traffickers adapt faster than Canada’s inspection footprint. They do not rely on one method;
they layer options that move activity outside the narrow window where authorities control
cargo and vessels.

Public enforcement literature describes several techniques relevant to British Columbia:

e Container contamination (“rip-on/rip-off”) using insiders or corrupt access to insert or
retrieve contraband without changing declared cargo.

e Underwater hull attachments (“parasitic” packages), often hidden in a ship’s sea chest
or attached magnetically in “torpedo” form and retrieved by divers at anchorage or in
harbour.™

e At-sea transfers and offshore drop-and-recovery operations, where small craft offload or
retrieve packages beyond routine port control.

e Tracking and recovery technology, including inexpensive Bluetooth-style trackers used to

locate illicit cargo after arrival.”™

These techniques highlight a basic policy point: equipment alone is insufficient. Canada also
needs integrated intelligence, harbour-side investigative capacity and the authority to hold
and examine vessels when indicators appear. Otherwise, traffickers simply shift activity to the
waterline, anchorages and outbound routes.

Governance seams and capacity shortfalls

Canada’s West Coast ports operate under a split-responsibility model. Port authorities and
terminal operators manage security plans and access control but do not enforce criminal
law. CBSA controls border examinations but does not conduct domestic investigations. Police
services investigate crimes but do not control container flow or port data. When resources
are limited, those seams become predictable gaps.

1. Manpower and investigative capacity do not match the workload

The City of Delta’s publicly released Policing Our Ports report describes an RCMP waterfront
joint unit that has operated with single-digit staffing levels and notes that even a team of
50 officers would not be enough to manage the caseload. It also describes how resource
constraints can turn major seizures into “no case” files when police cannot support controlled
deliveries and follow-on investigations.?°



The challenge is not simply making seizures. It is converting intelligence and interdictions into
successful criminal cases.

2. Technology gaps and uneven deployment

Ports and agencies use non-intrusive inspection systems, radiation portals, cameras and
access controls, but the primary limitations are scale and integration.

Without sufficient imaging capacity, secure examination space and analytical targeting,
equipment does little to change trafficker behaviour. Cyber risks cut across this layer as well.
Terminal operating systems and port-community data platforms contain sensitive logistical
information sought by criminals and hostile state actors.

3. Local governments carry costs in a federal jurisdiction

Local governments carry many of the public-safety impacts associated with port-related
crime, yet Ottawa retains primary jurisdiction over ports.

The Union of BC Municipalities has repeatedly called for dedicated port-policing resources
and noted that the Vancouver Fraser Port Authority ended its financial contribution to the
RCMP-led Waterfront Joint Forces Operation in 2015, weakening enforcement capacity.

Inland nodes expand the security perimeter: Prince Rupert—CN corridor and Prince George

Ports do not end at the shoreline. Containers move quickly from Prince Rupert to inland hubs
on the Canadian National Railway network. That speed is an economic strength, but it also
shifts risk inland, where customs visibility and law-enforcement presence can thin out.

Prince Rupert’s Fairview Container Terminal is a ship-to-rail gateway designed for rapid
transfer of containers to the continental interior. Prince George’s Foreign Trade Zone Point
designation is intended to attract investment and support export growth.

These models can strengthen the economy, but global anti-money-laundering bodies such
as the Financial Action Task Force warn that free-trade zones can create vulnerabilities when
oversight, transparency and beneficial-ownership controls are weak.?'

Government and industry must therefore treat inland logistics as part of the port-security
perimeter, particularly where cargo can be stripped, relabelled, re-exported or used to conceal
precursor chemicals and equipment for synthetic-drug production.

RCMP Federal Policing has publicly described dismantling a large fentanyl and
methamphetamine superlab in British Columbia and seizing massive quantities of precursor
chemicals. While that case does not prove a single pathway through the ports, it illustrates



the scale of industrial production that can be enabled when precursor supply chains and
money laundering remain resilient.?

State competition, sanctions evasion, and the need for
integrity-by-design

Hybrid pressure on ports is not only about contraband. It also includes coercion, commercial
intelligence collection and sanctions evasion.

The Office of the United States Trade Representative has described China’s pursuit of
dominance in maritime transportation, logistics and shipbuilding as a strategic challenge
capable of creating economic-security dependencies. U.S. Treasury and allied advisories
likewise describe how sanctioned regimes use deceptive shipping practices and complex
networks to move goods and money through global maritime systems.??

The implication is straightforward: governance models must assume adversarial use of
legitimate trade infrastructure.

Enhanced due diligence (including beneficial-ownership transparency, sanctions screening
and cyber hygiene) is not an accusation against any operator. It is a baseline control in a world
where hostile actors and criminal networks exploit the same commercial infrastructure.?*

Recommendations: reduce predictability, close seams, and
raise the hit rate

The objectiveistochange criminal and hostile-actor decision-making by reducing predictability,
closing governance seams and increasing the rate of intelligence-led examinations that
intercept illicit goods or disrupt enabling networks.

1. Establish a British Columbia Port Security Joint Task Force. Create a permanent joint
operations structure integrating CBSA, RCMP Federal Policing, Transport Canada, the Canadian
Coast Guard and port-authority security. Embed a hybrid-threat fusion cell that integrates
classified and open-source reporting, cyber alerts and financial intelligence into actionable

targeting for Vancouver and Prince Rupert.

2. Increase inspection capacity where it changes the inspection math. Expand non-intrusive
inspection equipment and staffing at high-volume terminals. Add secure examination space
so officers can act quickly on high-risk referrals without paralyzing terminal flow.



3. Close the outbound gap. Mandate export targeting and outbound container examinations
as a core CBSA mission. Require the National Targeting Centre to generate outbound leads on
cargo, vessels and crew aligned with export-bound drug cases already documented in public
CBSA releases.

4. Build an underwater and harbour-integrity program. Establish routine hull-inspection
capability and rapid-response protocols for parasiticattachments, including remotely operated
vehicles where appropriate. Clarify authority for holding, searching or escorting vessels when
indicators appear.

5. Harden againstinsider threat across the port workforce. Strengthen vetting and continuous
evaluation for personnel with access to restricted areas. Pair vetting with targeted anti-
corruption enforcement, tamper-evident seal controls, auditable access logs and analytics
that flag unusual container movements tied to specific credentials.

6. Treat inland nodes as part of the port-security perimeter. Apply risk-based compliance
and due diligence to inland logistics and FTZ-linked nodes. Build FATF red flags into customs
targeting, corporate registries and AML supervision to identify suspicious trade patterns,
beneficial-ownership opacity and precursor-procurement schemes.

7. Raise sanctions and ownership due diligence for port-critical vendors. Adopt integrity-by-design
requirements including beneficial-ownership transparency, sanctions screening, cybersecurity
standards and shipping-risk indicators consistent with major sanctions-evasion advisories.

8. Invest in coastal domain awareness on Vancouver Island approaches. Expand sensors,
patrol presence and intelligence collection focused on small-craft movements, offshore
recoveries and at-sea transfers that bypass terminal controls.

9. Make data integration a security control, not an IT project. Link terminal, rail and customs-
targeting data into a single auditable risk picture. Reduce manual workarounds identified in
audit findings while preserving privacy and lawful-access controls.

10. Publish a performance dashboard that forces accountability. Report, at minimum,
the share of inbound containers imaged and physically examined, the share of outbound
containers targeted and examined, average time from intelligence lead to interdiction
decision, workforce-vetting coverage and cyber-incident metrics for port-critical systems.
Publish results by gateway to keep incentives aligned.

These actions will underperform without strong intelligence integration with domestic and
international partners, including Canada’s Five Eyes channels and cross-border marine-
enforcement programs.?
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Conclusion

Canada can have a Pacific trade strategy, or it can have a thin-security Pacific gateway. It

cannot credibly have both.

Vancouver and Prince Rupert power Western Canada’s export economy, but publicly
available evidence shows a system that remains too predictable for the threat environment:
exceptionally low rates of deep-container inspections, a documented outbound-targeting gap
and a governance model that disperses responsibility without concentrating capability.

This is not only a law-enforcement issue. Criminal networks and hostile states exploit the
same weak points (data access, insider credentials and jurisdictional seams) to move illicit
goods, launder proceeds, evade sanctions and position themselves to disrupt trade when it
suits their interests.

When Canada under-resources port security, it invites exploitation and exports risk to
communities, allies and trading partners.

Ottawa should treat port security as economic security. The measures outlined in this paper
are practical steps that raise the probability of detection, shorten the time from intelligence

to action and close vulnerabilities traffickers and hostile actors currently exploit.

If Canada acts, it can strengthen Western Canada’s competitiveness, protect communities
from narcotics harm and reduce the leverage that criminal and hostile actors gain from a

vulnerable gateway.
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